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Incidents/Articles of Note:

Cyberattacks in 2021 Highlighted Critical Infrastructure Risks
NIST: 2021 Worst Year Yet for Cyber Vulnerabilities
Reminder For Critical Infrastructure To Stay Vigilant Against Threats During
Holidays And Weekends
TSA Issues Security Directives to Increase Transportation Cybersecurity
FBI FLASH: Indicators Of Compromise Associated With Cuba Ransomware
CISA Warns Critical Infrastructure To Stay Vigilant For Ongoing Threats
Drone At Pennsylvania Electric Substation Was First To 'Specifically Target
Energy Infrastructure' 
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https://www.zdnet.com/article/with-18376-vulnerabilities-found-in-2021-nist-reports-fifth-straight-year-of-record-numbers/?&web_view=true
https://www.cisa.gov/uscert/ncas/current-activity/2021/11/22/reminder-critical-infrastructure-stay-vigilant-against-threats
https://www.hstoday.us/subject-matter-areas/transportation/tsa-issues-security-directives-to-increase-transportation-cybersecurity/
https://www.waterisac.org/portal/fbi-flash-indicators-compromise-associated-cuba-ransomware
https://www.bleepingcomputer.com/news/security/cisa-warns-critical-infrastructure-to-stay-vigilant-for-ongoing-threats/
https://www.cnn.com/2021/11/04/politics/drone-pennsylvania-electric-substation/index.html


 

 

 

 
 

 

 

 
 

         
 

 
This is an open-source product. Redistribution is encouraged.

Resource | CISA

CISA Insights: Preparing For 
And Mitigating Potential 
Cyber Threats
In the lead up to the holidays and in light 
of persistent and ongoing cyber
threats, CISA urges critical infrastructure 
owners and operators to take immediate 
steps to strengthen their computer 
network defenses against potential 
malicious cyber attacks. Sophisticated 
threat actors, including
nation-states and their proxies, have 
demonstrated capabilities to compromise 
networks and develop
long-term persistence mechanisms. 
These actors have also demonstrated 
capability to leverage this access for 
targeted operations against critical 
infrastructure with potential to disrupt 
National Critical Functions.

View Resource

Resource | FEMA

FEMA: National Incident 
Management System
The National Incident Management 
System (NIMS) guides all levels of
government, nongovernmental 
organizations and the private sector to 
work together to prevent, protect
against, mitigate, respond to and 
recover from incidents.

View Resource

- Tools and Resources -

https://www.cisa.gov/sites/default/files/publications/CISA_INSIGHTS-Preparing_For_and_Mitigating_Potential_Cyber_Threats-508C.pdf
https://www.fema.gov/emergency-managers/nims
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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